
Security
Protecting your network from the threat of external compromise and
malicious attack is hard enough, but what about when your own users
open the door into the network without even knowing it? Securing your
network from within is a crucial element in protecting your business and
knowing what your users are accessing on the Internet is a key step to
achieving this. 

Employee abuse of Internet usage poses a significant threat to the
network, not to mention the cost to the business in terms of wasted
bandwidth utilisation. WaveFilter-web is a managed content filter and web
proxy solution designed to provide transparent filtering of web usage on
the corporate LAN. WaveFilter-web works by using a range of techniques
to identify and filter-out access to websites with unsuitable or malicious
content. By performing an 'in-line' analysis of the web traffic, WaveFilter-
web intelligently scores the content against an array of keywords and
phrases commonly associated with undesirable websites. In addition all
requested URL's are checked against a comprehensive blacklist to
prevent users from accessing websites that are unsuitable for corporate
use. If WaveFilter-web finds a match, a customised block page is
presented to the user instructing them that the website they are trying to
access has been deemed unsuitable, providing an instant deterrent
against future misuse. 

Management
Full management of the solution is provided by Waveworks although
administrators have the option to maintain their own blacklist through a
secure web interface. In addition to the comprehensive filtering techniques
employed by WaveFilter-web, all access requests and web browsing
activity is logged on a daily basis allowing network administrators to
quickly identify and deal with staff who are abusing their web privileges.
WaveFilter-web stores up to 30 days of Internet usage activity detailing
every web page, file, or image that has been accessed along with the
work station used to make the request.  Through the easy to use web
interface, administrators can check daily to ensure that staff members
adhere to corporate policy. 

Risk
With the ever-evolving laws relating to digital content and copyright,
companies that do not monitor Internet usage are at risk of significant
damages caused by their own staff. WaveFilter-web offer you the ability to
reduce those risks to a minimum.
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Features
Intelligent 'content scoring'
engine for accurate blocking
File download filtering - block
files with specific extensions
Customisable blacklist/whitelist 
Fully managed solution 
30-day web usage logs via
secure web interface

Benefits
Transparent to end users - no
browser proxy settings required
Impossible for end users to
bypass
Prevention against malicious
content getting into the network
Protection from liability regarding
illegal content
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